MIHICTEPCTBO OCBITH I HAYKHU YKPAIHH
JbBIBCbKUHN HAIIIOHAJIbHUM YHIBEPCUTET imeni IBAHA ®PAHKA
Kadeapa kpumMiHaJIbHOr0 Npouecy i KPUMiHAJTICTUKHU

3aTBepAKEHO

Ha 3acifjaHHi kadeapu KPUMIHAIBHOTO
npoliecy 1 KpUMIHATICTUKH IOPUINYHOTO
¢dakynprery JIbBIBCHKOTO HAIlIOHAITBHOTO
yHiBepcuTeTy iMeHi IBana dpanka
(mportokon Ne 1 Bix 29 cepnust 2024 poxy)

3aBinyBau Kapeapu npod. bobeuko H.P.

Cuiadyc 3 HaBYAJIBbHOI AU CHMILIIHA

“KOMII'IOTEPHA KPUMIHAJIICTUKA”,

mo BukJagaerocs B Mmexkax OIIII KioepoOe3neka
nepumoro (0akajJaBpCcbKOro) piBHs BUIIOI OCBITH 1151 3100yBayiB
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Ha3sga Komn’torepHa KpuMiHaIiCTHKA
JUCIHHILIIHA

Anpeca M. JIbBiB, ByJ. YHiBepcuTeTchka |
BUKJIA/IAHHSA
JUCIHUILIIHA

dakyJabTeT TA
kagenpa, 3a
AKOI0
3aKpinJieHa
TUCHUILIIHA

HOpunnunuit paxyabrer
Kadenpa xpuMiHanbHOTO MPOIECY 1 KpUMIHATICTUKH

I'any3b 3HaHB,
mu@p Ta Ha3Ba

12 — indopmaniiiHi TeXHOIOTi{
125 — kibepOe3neka

creniaJbHOCTI
Buxknanauai Kamyxxna Oxcana MuxaiiniBHa,
AUCHHUILIIHH JIOLIEHT Kadeapyu KpUMIHAJIBHOTO MPOLECY 1 KPUMIHATICTHKHY;
ITix KOpiit Tapacoswuy,
aCUCTEHT Kadeapu KpUMIHAIBHOTO MPOIIECY 1 KpUMIHATICTHKY;
KonraktHa oksana.kaluzhna@lnu.edu.ua
iHpopMmanin https://law.Inu.edu.ua/employee/kaluzhna-oksana-myhajlivna
BUKJIAIA4iB yuriy.pikh@lnu.edu.ua

https://law.lnu.edu.ua/employee/pikh-yuriy-tarasovych

Miciie 3HaXOJ/UKEHHS: MOpuIudHUN (akynprer, Kadeapa KpPUMIHAIBHOTO
nporecy i kpuminaiictuku, 79000, M. JIsBiB, Byn. CivoBux Ctpinsili, 14, ay.
I'-509, Ten. (032) 239-47-40

Koncyabramii 3

Koncynbrainii B JeHh MPOBEACHHS JEKIiW/PAKTUYHUX 3aHATH (4 TaKOX 3a

NUTAHb PO3KJIAIOM KOHCYbTAII Kaeapn).
HABYaHHA 1O
JTUCIHUILTIHI
Bi10yBalOThCS
Cropinka kypey | https:/law.Inu.edu.ua/course/digitalforensics
Inpopmanis npo | Aucuumiina “Kommn’orepHa KpuMiHaNiCTHKA” € BHOIPKOBOIO TUCIMILIIHOIO 3
AUCHUILIIHY crenianbHOCTI 125 — kiGepOe3neka 1yt ocBiTHROI porpamu KidepOesmeka, sika
BUKJIAA€Tbcd B 1-My cemecTpi B 00cs3i 4-Tu KpeauTiB (3a €BpoNenchKOI0
KpenuTHo-TpaHcdepHoto cucremoro ECTS).
Koportka [Tudposa kpuminamicTuka (popeH3uKa) — 11e CyZ0Ba HayKa MPAKTUYHOTO
aHoTanis crpsiMyBaHHs, 3amoyarkoBaHa y 1970-80-x pp., BuUBYae BiJHOBJICHHSA Ta
AUCHUILIIHH JOCIHIJKEHHS Y U(PPOBUX MPUCTPOSX TAHUX, ITOB’ SI3aHUX 3 KIOEP3JIOUMHHICTIO.

3pocTaHHs KiOep37I0YMHHOCTI BUMArae sl ii po3ciiayBaHHs 3aIydeHHs
CHEIlaJIbHAX TEXHIYHUX 3HaHb. be3 HalexXHO 3HaieHuX, 3i0paHux Ta
oopMieHHX 10Ka3iB HEMOXKJIMBO BUCYHYTH INEBHIH 0C001 OOBMHYBAa4yeHHS Ta
MPUTSTHYTH ii JO BiIMOBIAATEHOCTI.

[luppoBa KpuMiHATICTUKA — TPAAULIAHO OXOIUIIOE HE JIUILE
pexoMeHaalii, IpuioMHu 1 3ac00M BUKPHUTTA Ta PO3CIITyBaHHS YK€ BUMHEHUX
KiOep37I04YnHIB Ta 1HIMX NU(PPOBUX 3TOBXKHUBAHb, a W PEKOMEHMAIII MO0 iX
3amobiraHHss W BUNEpPEDKEHHS — ToOTo Kibepbesneky. Kpim 1woro,
3aKOHOMIPHOCTI po3ciiayBaHHs KiOep3/10unHiB piBHOIO Miporo
BUKOPUCTOBYIOTBCS M y cIlopax MixK KOMIIaHisiMH Ta/abo ¢iznunumu ocobamiu (B
paMKax LMBUIBHOTO MpaBa), KOMU IU(PPOBOrO CIEIalicTa 3aly4aloTh [0
BiIIyKaHHs 1H(popMarii mpo oco0y 4u KOMIIaHiio, EPEBIPUBIIN iX KOMIT'IOTED.
JUisi onucy OO THITY PO3CIiAyBaHb BUKOPHCTOBYETHCS CHEIIabHUM TEpMiH
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«eDiscovery». KibepOesneka i1 KiGeppo3ciigyBaHHS TICHO B3a€EMOIIOB’s3aHi,
IPOTE CYTTEBO BIAPI3HIOTHCA. KibepposciminyBaHHS AOCHIHKYE HE3aKOHHY
Ta/ab0 MIKiATMBY MOBEAIHKY B IHTepHeTi, 11 pymniiHi cuiam, a Kibepoesmeka —
MIPOTHO3YBAHHS, YHUKHEHHS Ta pearyBaHHs Ha I Mii.

Merta Ta miJai
JUCIHUILIIHA

Mema cneykypcy: pO3BUTOK HaBHYOK y Taiy3i iHpopMamiiiHoi 6e3mexu
Ta U(POBOT KPUMIHAIICTUKH HAa OCHOBI MOEAHAHHS TEOpIii 1 MPAKTHYHUX BMiHb.
3a [IOMOMOTOI0 KypCy CTYACHTH OCBOSATH KIFOUOBI METOAM PO3CIIiTyBaHHSI
KiOEp3JIOYMHIB Ta MOPYIIEHb OE3MeKH, O3HAHOMIATHCS sSIK 30upaté HugpoBi
J0Ka3H, JOCHIJUKYBaTH ¥ aHamizyBaTH LM(poBy iHPOpMaLiI0 3 METOI0
BIITBOPUTHU XPOHOJIOTI0 BUMHEHHS KIOEP3JI0UMHY UM 1HIIOTO KiOep-iHIIUACHTY.

[Ticns 3aBepuIeHHA Kypcy BiJl CTYICHTIB OYIKY€THCS PO3YMiHHS
IpoIelyp Ta METOAIB, IO 3aCTOCOBYIOTHCS MPH PO3CIiAyBaHHI KiOep3/I0unHIB
Ta IHIIMX KOMII IOTEPHUX 3JI0BKUBaHb, BAKOPUCTAHHS B CYZAOYMHCTBI HU(DPOBUX
(ETeKTPOHHUX JI0KA3iB), @ TAKOXK YSBJICHHS PO CyMIKHI HaBYaJIbH1 JUCLUIUTIHY.

Kypc 1mdpoBoi KpuMiHATICTUKA HaBYA€ KPUTUYHO CTAaBUTH MUTAHHS,
«MUCIIUTH SK XaKep», NPUMMAaTH TEXHOJOTIYHI PIIIEHHS 3 JOTPUMaHHSIM
HOPMAaTHUBHO-TIPaBOBUX akTiB. OcoOnMBICTIO KypCcy € moeaHanHs 3HaHb IT Ta
IOpUIM4HOT  OcHOBH. IT-kpuMiHaimicTaM TOTpPiOHI 3HAaHHS TpaBa, aKe
pe3yabTaTu IU(POBOTo MOIMIOBAHHSA MAIOTh BUCTOSITU B CYAI K TOKa3H.
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O B YOMY HOJIsirae podoTta Mu(poBOro KpUMiHaNICTa;

O XapaKTepUCTUKY 3JIOYMHHOCTI, II0 BUMHAETHCA B MEpexi
IaTepHer Ta mporpamu (METOAU, aNITOPUTMH) X PO3CIiTyBaHHS;
O KPUMIHAJTICTUYHUNA aHai3 TeJIEeKOMYHIKalliHHUX 3aco0iB Ta

MOOUTBHUX JOAATKIB; aHaJ3 1 JOKYMEHTYBaHHS BMICTY HOCIiB IaHUX; TIEPEBIPKY
Ta TOKYMEHTYBaHHsI iH(opMallii, 110 MICTUTBCS B MOOUTBHUX TeNle()OHAX, THIINX
IIPUCTPOSIX AOCTyMy 10 IHTepHeT Ta SIM-KapTKax;

O SK BCTAHOBJIIOBATU Ta MPABWIBHO JOKYMEHTAJIBHO O(OPMIIATH
muppoBi JOKa3u, B TOMY UUCII — (AaKT BUKOPUCTAHHS Ta BOJIOAIHHSA
KOMIT'I0TEPHHUMHU MPOrpaMaMH, irpaMu, MyJIbTUMEIIHHUM KOHTEHTOM,

O SK pearyBaTu Ha IHIUAEHTH (po3Mi3HaTH Kideparaky Ta
CTOBICTUTH PaBOOXOPOHHI OpraHH);

emimu:

O BUSIBIISITH, Ta MIPOIECYAIbHO JJOKYMEHTYBATH IU(PPOBI 10Ka3H;

O MiATBEPKYBaTH (JIOBOJAMTH) JOCTOBIPHICTh, HAJICKHICTh Ta
JOMYCTUMICTh IU(PPOBUX JOKA3IB y CYyi;

O aHaJi3yBaTH BMICT KOMI'IoTepiB, IT-cucreM 3 METOIO MOIIYKY i
BUSIBJICHHSI KOHKPETHHX JaHUX Ta iH(opMaIlii, 1110 MICTUTHCS B HHX,
3IiMCHIOBATH NOUIYK iH(popMarii y ¢aiiinax, BUJaIeHUX 3 AUCKA, a00 Micis
fioro moBHOTO (popMaTyBaHHs, OOMiH (haillaMu, 3aXUILEHUMH ApOJIEM.

Kypc 3a0e3neuye Ha0yTTst Takux komnerenTHocreii: KI, K3 1, K3 4, K3 5,
K®1, KO3, KO 4, KO 6, KO 7, KO 8, KO 9, KO 10; Ta nporpaMmHux
pesyabratiB HaBuanHsi: [IPH 3, IIPH 4, I1PH 5, ITPH 9, I1PH 10, ITPH 12,
ITPH 14, ITPH 32,ITPH 34, ITPH 50, ITPH 54.

Kurouosi ciioBa

KiGep3nounn, KiOe3310UMHHICTh, KOMITIOTEpPHA KpUMIHANICTHKA, LH(poBa
KPUMIHAJICTUKA, KiOep-IeTeKTHB, LU(POBI JJ0Ka3W, EJIEKTPOHHI JOKa3H,
CJIEKTPOHHI JOKYMEHTH, JOMYCTHMICTh LU(POBUX [I0Ka3iB, MpolecyalbHi
YMOBH 1 3arajibHa TaKTUKa 3HATTS iH(OpMaIlii 3 KaHaJIiB 3BSA3KY, 3Bi]l BIIOMOCTEH
PO JIep’KaBHY TAEMHHUIIIO, Cy/I0Ba KOMIIOTEPHO-TEXHIUHA €KCIIEPTH3a, CY0Ba
TeJIEKOMYHIKalliifHa ekcriepTu3sa, «eDiscoveryy.

dopmart Kypcy

Ounuit
[TpoBeneHHs JieKLid, 1Tab0paTOpHUX pOOIT 1 KOHCYIIBTALIH.

Temu

Tema 1: llndposi (e1ekTpoHHI) cigu Ta 10Ka3n

[TudpoBa kpuMiHAICTHKA — HAyKa PO HUPPOBI CIiAHU.

[TonsarTss 1mudpoBoi iHopmamii Ta ciixiB i CTBOPEHHS, 3MiHH,
TPAHCIOPTYBAHHS, 3MiHM, BiIHOBIEHHS. [IOHATTS HUPPOBUX (ETEKTPOHHUX)
noka3iB. Bumoru 10 ohopmiteHHs UppoBUX JOKA31B A1l HAOYTTS HUMU CTaTyCy
CYZOBOTI'O JI0Ka3y.

Bunu enextpoHHux (11 poBHX) JOKa3iB.

Tema 2: Bukopuctanis nu(poBUX TeXHOJIOTIi Ta 30ip nudpoBux
AOKAa3iB MiJ 4ac J0Cy10BOr0 Po3CJiIyBaHHS Ta CyA0BOIr0 PO3IJIsALy

OSINT. Amnaniz BiZkpuTuX OaHKIB JaHHUX, PEECTPIB, PEECTPIB 3
OOMEXEHUM JIOCTYIIOM JJIi MOHITOPUHTY (IIarHOCTYBaHHS) Ta BHSBIICHHS
MOJIMBOTO BYHMHEHHS 3JIOYMHIB Ta 30MpaHHS J0Ka30Boi iHQopmarii
(Youcontrol, ProZorro, Peectpu Minicrepcta toctutii, MBC, HA3K, ta iHmux,
BiJIO3AMHUCIB 3 aBTOILISAXIB Ta MyOIIYHO-TOCTYITHUX MICIIb).

BcranoBnenns (ineHtu¢ikaiis) KiHIEBUX KOPUCTYBAdiB MEpPEKEBOIO
o0aHaHHSI.

[MudpoBi  Meromu  ONMEpPaTHBHOI(NONMEPEAHBOI) Ta  EKCHEPTHOI
imenTudikamii ocié: mporpaMHi JOJATKH 10 CMapTQOHIB I IMIBHIKOT
aBTOMATHYHOI MONEPEIHbOI JaKTHIOCKOMIYHOI MEePEeBIpKU MOIIIE0 BiIOUTKIB
naypliB Ha Micui nofii (BenukoOpuraHisi), TeXHOJIOT1 po3Mi3HaBaHHs 00IHYYs,




TEXHOJIOT1l PO3Mi3HaBaHHS Ta BCTAaHOBJEHHS MICIEBOCTi, OyiBelb, CHOPYII,
TEXHIKH (B TOMY YHUCIIi BIICBKOBO1) 32 METaIaHUM..

[Tomryx HEOOXITHUX ISl PO3CIiMyBaHHS 1HIUACHTY IU(GPOBUX JaHUX, B
TOMY YHCHI NPUXOBAHMX 1 BimmaneHux, Ta OQOPMIICHHS iX 3a TpaBUIAMHU
CYZOBHX JTOKa3iB.

3amyuenHns cneuianictiB—IT-¢axiBuiB 10 MpoBeIeHHS OTJIsIIB, OOIIYKIB,
HCP/I nuis iX TEXHIYHOTO CYTIPOBOTY.

Bioeo-kpuminanicmuka. Bineodikcallis ri1acHUX 1 HETJIACHUX CIIITYHX
niit. TlominmieHHs SIKOCTI Bifeo, 30UTBIIEHHS OKPEeMHX IUISTHOK 300pakKeHHS,
BU3HAYEHHS PO3MIpIB 1 MBUAKOCTI pyxy 00'ekTiB. IlIBUIKMIT aBTOMAaTH30BaHUN
aHaJi3 BEJIHMKUX OOCATIB BiZ€O 3 pI3HUX JUKEpeNl 3 BHUAUICHHAM MOJIH.
JocnimkeHHs (IeMOHCTpaIlisl) Biieo- Ta IHMHMX UGPOBUX JTOKA3IB Y CY/Ii.

Mepesicesa Kpuminanicmuka. AHam3 1 BIICTEKEHHS MEPEKEBOTO
Tpadiky, JOKaIbHOTO 1 TobanbHOro IHTEepHETY, 30ip M0Ka3iB 1 BUABICHHIM
BTOPTHEHb y cucTeMy. [Iporpamue 3a0e3nedeH s Aisl aHaTi3y BEJIMKUX 0OCSTIB
JaHuX (mepexorieHoro Tpagiky, cerMeHTa Mepexi IntepHer).

Kpuminanicmuxka mobinonux npucmpoie. JlociimkeHHs MOOITEHUX
MPUCTPOIB 3 METOIO BCTAHOBJICHHS JaHUX MPO JA3BIHKU Ta MOBiIOMIEHHS (SMS,
Email), BiZHOBJICHHS BHUJAJICHHX JaHUX, a TAaKOX 3 METOK BCTAHOBJICHHS
iH(popMarii mpo micre3HaxopkeHHs. OTrIisa, BHIIYYEHHsS 1 aHalli3 yCiX JaHUX
(mepenucku, Menia, TOKYMEHTIB Ta iH.) 3 Cy4aCHHMX MOOUIBHUX IPHUCTPOIB.
BinHOBNeHHS BUIAJICHUX JAHWX; BUIy4YeHHS iH(GOpMAIli 3 XMapHUX CXOBHUI] 1
OHJIalH CepBICiB.

Tema 3: CynoBa KOMII’IOTEPHO-TEXHIYHA eKCIIePTH3a

Komm’'toTepHO-TeXHIYHa  €KClepTH3a Ml  Yac  pO3CIiAyBaHHS
KiOep3JI0YUHIB, FOCIIOIAPCHKUX T IIMBITBHUX CIIOPIB.

MoxuBocTi (KOJIO BHUPIIIYBAHUX MUTaHb) KOMII IOTEPHO-TEXHIYHOT
eKCIepTH3U. BCTaHOBIEHHS CXeMH 1 XpOHOJIOTIi BTpy4YaHHs, BUIyUYEHHS JaHUX
PO crocoodu aTax,

[TpaBwia mATOTOBKH OO’€KTIB Ta IHIMIMX HEOOXIAHMX MarepiamiB, a
TaKOX IOCTAHOBKHU 3aITUTaHb Ha KOMH’wTepHO-TeXHqui EKCIePTHU3H.

MoOXIJIMBOCTI PI3HOBUAIB CY/I0BO-KOMIT IOTEPHOI €KCIIEPTU3U

AHami3 1 OIliHKa eKCIIePTHUX BHUCHOBKIB Ha HpI/II/IHSITHICTI:
BUKOPUCTOBYBaHHMX IMPH JOCTIKEHHI METOAMK 1 MPOIEIyp Ta JOCTOBIPHICTh
OTPUMaHUX pe3yJbTaTiB, BIANOBIAHICTb CyYaCHHMM HAyKOBHM IiXonxam i
BHMOTaM 3aKOHOJIaBCTBA.

[TudpoBi TexHONOTIi Wi Yac MPOBENEHHS IHIIUX CYIOBHX EKCIIEPTH3:
KPpUMIHATICTUYHUX, TEXHIYHUX, CEKOHOMIYHUX, MEIUYHHUX, TCUXOJOTTUHUX
tomo. IIporpaMHi CymOBO-€KCHEPTHI METOJUKM Ha CIy>O1 pI3HHX BHIIB
CYJIOBUX E€KCIIEPTHU3.

Tewma 4. Po3cainyBannst ki0ep3/104nHiB

ITonsTra Ta KPUMIHOJIOTIYHA, KpUMiHaJIbHO-TIPAaBOBA Ta
KPUMIHAJICTUYHA XapaKTepUCTUKA KiOep310unHHOCTI. Buan kibep3nounHis.

BusiBnenns 60todepM Ta 31104KMHH, 110 BYMHIOTHCS 32 iX OCEPETHHUIITBA.

Po3cnigyBaHHs 3704YMHIB NPOTH OCHOB HALlIOHAJIBHOI OE3MEKH, MPOTH
IpOMaJIChKOI Oe3MeKH, BUOOPUUX 3JIOYMHIB, 10 BUMHSAIOTHCS B MEPEXKI.

Dinancosi 310uunu. Po3ciinyBaHHS KpaAiKOK dYepe3 CHUCTEMH
JTUCTAHIIMHOTO 0aHKIBCHKOTO OOCITyroByBaHHS (KIi€HT-0aHK, IHTEPHET-OaHK).
BusnauenHns cmnocoOy Kpaiibkku. I[HTepHeT-mmaxpaiictBa. BukopucTtanHs
JOJATKIB, SIKI HE3aKOHHO CTATYIOTH KOILTH.

KpunTomkekinr (He3aKOHHUN MaifHIHT).




Kapamieipiar Ta iHIIi BUIU IHTEpHET-TIipaTcTBa. Po3ciiayBaHHs 1HIIMX
MOpyIIeHb y cepi iHTeNeKTyaIbHOI BIACHOCTI.

Jlama-3nouunu  (3n10uunu 3 OGankamu Oanux). PoschigyBaHHA
BTpy4aHHs y 6a3u nanux ta y cucteMu EOM. Anani3 6aHKIBCHbKUX TPOSHCHKHX
mporpaM 1 BHABICHHS Kepyl4HMx cepBepiB. BusBnenns 1 ¢ikcauis i
iHCalinepiB. Po3ciinyBaHHsA MiIpOOKH €IEKTPOHHUX JOKYMEHTIB (IIOJATKOBHUX
nexnapauii, aeknapaniiit HA3K, Jlep:kaBHOro 3eMenbHOTO KagacTpy, peecTpiB
MinicrepctBa toctuuii Ta MBC, koBin-cepTudikaTiB, mpaB BOJis TOLIO Y
nonatky «lisn»).

He3akoHHEe BTpy4aHHS B IPUBATHE CIUIKYBaHHS.

Po3crnigyBanHs po3MOBCIOKEHHS B MEPEKi IHTEpHET opHOrpadii.

Po3cnigyBanHs KibepHACHIbCTBA Ta 3I0YMHIB CEKCYalIbHOTO XapaKkTepy.

Dark-web.

Tema 5. KidoepOe3nexa

KBamnigikoBana ¢ikcaris ciimi i 30ip 10Ka3iB y BUMAAKy MiZ03pH Ha
KibepaTaky.

YCcyHeHHsI HaCHiJKIB 1HUMACHTY, A1arHOCTYBAaHHS NpoOJjeM 1 HaJdaHHS
pexoMeHpanii, sKi J03BOJIATH 3amOOITTH TIOBTOPEHHIO IHIMJICHTIB B
Mail0yTHbOMY.

TexHiuHi KaHaIM BUTOKY iH(popmariii. Meronu i 3aco0u OIOKyBaHHS
BUTOKY iH(opmalii.

CrenianpHe  mporpaMHe — 3a0e3NeYeHHs AN JIIarHOCTYBaHHS
MIPOHUKHEHHS.

Opranizartist kibepOesnexku pobodoro MicIs.

[TpaBuia 6e3neuHoro 30epiranHs iHpopmarii.

IincymkoBuii
KOHTPOJIb,

¢popma

3anik y KiHI CeMecTpy

HaBuanbHi Me-
TOJAM Ta TeXHiKH,
sIKi OyayTh BH-
KOpPHCTOBYBa-
THCSH IijJ 9ac
BUKJIQJIaHHSA

Kypcy

Cepen MeTOIIB HaBYaHHS, 30KpPEMa, 3aCTOCOBYIOTBHCS: pO3IOBiJb,
nosicHeHHsI, Oecima, JeKmis, AeMOHCcTpauis (Mpe3eHTallis]), CIIOCTEPEKEHHS,
MPAKTUYHE 3aHATTS, IHAWBIIyallbHI 3aBIaHHS, JOCHIIHI TMPOEKTH, MOIYIbHUI
KOHTPOJITb

[Tix yac MpakTUYHUX 3aHATH 3a0€3MeUyeThCs MOCTAHOBKA MUTAHb Ha T
3MO/IEJIbOBAaHUX KEWCIiB, OB A3aHUX 3 BUKOPUCTAHHSAM CHELiaJbHUX 3HAHb, iX
O0OTOBOPEHHS 3 METOIO IMOINYKY ONTUMAIbHUX LUIAXIB BUPIIICHHS MPAaKTUYHOT
curyamii. Ha mpakTHUHUX 3aHATTAX BHKIAJAa4 BHKOHYE pPOJIb MOJEparopa
IHMCKYyCil, BU3HAUae 11 Hanpsmu, 3a0e3neuye HeoOOXiIHy TUHAMIKY Ta 3arOCTpPIO€E
yBary Ha npoOieMHux acrekrax. [licis 3aBepiieHHs 0OroBOpEHHs MpoOIeMu
BUKJIa/Ia4 IiJICYMOBY€E HaWBaXJIUBIIII MOMEHTH, aHANi3ye CHJIbHI Ta Cla0Ki
CTOPOHH BUCJIOBJICHUX apPTyMEHTIB.

[HuBiAyanbHI 3aBAaHHS CTYICHTH BUPIIIYIOTh MMCbMOBO, HA/ICUIIAI0YN
iX BHKJIagaueBi Ha EJNEKTPOHHY MNOIITY. [HAMBiMyadbHI 3aBIaHHS MalOTh
MOILITYKOBO-aHAJIITUYHUHN XapaKTep — MOJATaloTh Y HAYKOBOMY, 3aKOHOJJaBUOMY
OOI'pyHTYBaHHI HEOJJTHO3HAYHMX CUTYallill y CyA0Bii MPaKTUIl 111010 IH(PPOBUX
JI0Ka3iB, MPOBECHHS CYI0BOI KOMIT IOTEpHO-TEXHIYHOI eKCiepTH3H. Bupinienns
1HIMBIMyaJIbHUX 3aIUTaHb NOTPEOy€e HE MEXaHICTUYHOTO MONIYKY Y JITeparTypi,
KOMIUIALIT 3 pI3HUX JDKEped, a 3aBKAM BIACHOTO aHaji3y W BMIHHSA
OOTpYHTYBAaTH CBOIO IO3HWIIIIO. [HOMI HA MOCTAaBJICHI 1HIWBITyallbHI 3aBJIaHHS
HEMa€ CTPOTO €IMHO TPAaBHJIBHOI BIAMOBiNI, a BIANOBIAL Oyae BapiaTMBHOIO
3aJie)KHO BiJ JIOJAATKOBHX JeTalleld CKJIagoBHX (3MIHHHX) Keicy (cuTyartii).
O1iHIOETHCS K TTMOMHA 1 BCEO1UHICTh MUCJICHHS, aHaJIi3y, TOPH30HT 1 MacITad
0ayeHHs CTYJCHTOM IPOOJIEMHU.




HeoOxigne

bakanaBpu BUKOPHUCTOBYIOTh TEXHI4HI 3aCO0M Ta MporpamMHe 3a0e3MeUeHHs i

o0JIaiHaHHS Yac MIATOTOBKM [0 NPAKTUYHUX 3aHATh 3 METOI0 IOIIyKYy HEeoOXigHOi
CreuiaibHOl JiTepaTypu, HOPMAaTUBHO-IIPABOBUX aKTiB, CYJOBOI NMPAaKTUKH, a
TaKOX ITiJ1 YaC BUKOHAHHS 1HIMBIAyaIbHUX 3aBJIaHb

Kpwurepii oui- OuintoBanHs  mpoBoauThes 3a  100-OGampHOO  mkamorw.  bamm

HIOBaHHA (OK-
peMo I KOXK-
HOTO BHUJY HaB-
JJILHOI AiflJIb-
HOCTI)

HapaxOBYIOThCA 332 HACTYITHUM CITiBBIIHOILICHHSIM:

* MpaKTHYHI 3aHATTS, IHAMBiNYyanbHI 3aBmanHHsA: 50% cemecTpoBOi
OI[IHKU;

* Mozyb: 50% cemecTpoBoi OIiHKH. MakcuMaibHa KiIbKICTh 6aiiB — 50
Oais.

[TincymkoBa MakcuMalbHa KibKicTh O0aiiB — 100 GatiB.

OuiHBaHHS MOTOYHOI YCHIIIIHOCTI:

llomouna ycniwnicmo

(omiHrOETHCS 32 50-0aTBHOIO IIKAJIOH):
— Bigminno (50)

HobGpe (40; 45)

3anoBinbHO (26; 31)

— He3zanosinbHo (0)

Kpumepii oyintoeanns npu eucmaenenni 3aniky:
—  90-100 6aaiB (BigMiHHO)
— 81-89 6auxiB (mo0pe)
— 71-80 6axiB (mo0pe)
— 61-70 6axiB (0cTaTHHO)
— 51-60 6axiB (3210BiTHHO)
— 0-51 6axiB (He3a00BUTBHO)

50 0aniB — BUCTaBISETHCSA CTYAEHTY, KM JaB MOBHY 1 HPaBUIbHY
BIJIMOBiF HA BCl1 MHUTaHHS, MO 0a3yIOTHhCS HA 3HAHHI HOPMATHBHO-TIPABOBUX
aKTiB, CyZ0BO1, CIIiI401 MPAKTHKH Ta CIIELiaIbHOT JIITepaTypH; MPOSIBUB YMiHHS
3acToCcyBaTh HaOyTi 3HAHHSA 0 KOHKPETHUX CHUTyalid Ta 3110HOCTI aHamizy
TDKEped.

45 6aniB — J0CTaTHBO IOBHO BOJIOJII€ HABYAJIBLHUM MaTepiajioMm,
OOIpYHTOBaHO WOT0 BHKJIAQJA€ IIiJ] Yac YCHUX BHUCTYIIB Ta IHCHBMOBHUX
BIJITIOBI/ICH, B OCHOBHOMY PO3KPHBA€ 3MICT TEOPETUYHHX MTUTAHD TA MPAKTHYHUX
3aBJaHb, BUKOPUCTOBYIOUH y IIbOMY HOPMATHBHY Ta 00OB’S3KOBY JIITEPATYpYy.
AJe mig yac BUKJIAQJAHHS JESIKUX MUTaHb HE BUCTAYa€ JOCTATHHOI INTMOMHU Ta
apryMeHTallii, JOmycKae OKpeMi HEeCYTTEBI HETOUHOCTI Ta HE3HAYHI IMOMMIIKU.
[TpaBunabHO BUPIMMUB OUIBIIICTh 3aBAaHb. CTyAEHT 37aT€H BHUOKPEMIIIOBATH
CYTT€EB1 O3HAKH BUBUEHOTO 32 JJOTIOMOT'0I0 OTepalliii CHHTE3y, aHaji3y, BUSBIISATH
NPUYMHHO — HACTIKOBI 3B’SI3KH, y SKHX MOXYTh OyTH OKpeMi HECYTTEBI
MIOMMUJIKH, ()OPMYBATH BUCHOBKH 1 y3arajJbHEHHs, BUTbHO ONepyBaTu pakTaMmu Ta
BiJJOMOCTSIMHU.

40 6aniB — 3a MOBHY 1 MpaBUJIbHY BiJIOBIb, aJI€ HE HA BCl MUTaHHS, a00
BIJIMOBiIb HE 0a3yeThCs HA BCIX CKJIAIOBUX JDKEpelaxX BUBYCHHS. 100TO 3HAB
OCHOBHE SIK JUIsl BIJTIOBIHOI CUTYyalii JiTepaTypy, HOpPMaTUBHO-TIPABOBUN aKT
Ta CIig4y, CyAOBY IpakTHKy aje He 3HaB 1H(OpMalii, 10 MICTUTBCS Y
crieniaibHii JiTeparypi, uu iHpopmallii, Ska MICTUTBCS Y 1HIINX JETaTi30BaHUX
mxepenax. OQHAK y MiICYMKY HOTo BiAMOBib MOBUHHA 0a3yBaTHUCh HE MEHILE
HIX Ha TBOX 0a30BUX JDKEpeEax.

31 6ay — BUCTaBIAETHCS CTYIEHTY, KM HE J1aB BUUEPIHOI JETAJIbHOI
BIJIMOBi/Ii HA MUTAaHHS KOHTPOJILHUX 3aBaHb 1 sika 0a3y€ThCs TUIBKU Ha OTHOMY
13 PEKOMEHIOBaHUX JKEpEJl BUBUCHHS MaTepiany.




26 6axaiB — B UJTOMY BOJIOJIi€ HABYATLHUM MaTepialioM, BUKIIAJae HOTo
OCHOBHMH 3MICT MiJ Yac YCHHMX BHUCTYIIB Ta NMHUCHMOBHMX BHUIILIECHb, ane 0e3
rTMO0KOro BCeOIYHOrO aHaizy, OOIpyHTYBaHHs Ta apryMeHTallii, JOIyCKaroun
y IIbOMY pPO3pi3i OKpeMi CyTT€BI HETOYHOCTI Ta MOMWIKH. [IpaBUIbHO BUPIIKB
MOJIOBUHY MUCHMOBUX ( B TOMY 4YHCII /TeCTOBHX) 3aBAaHb. CTyAeHT Mae
TPYAHOILI 3 BUOKPEMJICHHS CYTTEBHX O3HAaK BHMBUYCHOTO; il 4ac BUSBICHHA
NPUYMHHO-HACHIIKOBHUX 3B S3KIB 1 (HOpMYITIOBaHHS BUCHOBKIB.

0 0angiB — He B NOBHOMY OOCs31 BOJIOJI€ HAaBYAJILHUM MaTepiajoM.
@parMeHTapHO, MOBEpXOBO (0e3 apryMeHTalii Ta OOTpyHTYBaHHsS) BUKJIAIA€E
Horo mij 4ac yCHUX BUCTYIIB Ta BUPILICHHS JOMAIIHIX 3aBJaHb, HEJOCTATHHO
PO3KpUBA€E 3MICT TEOPETHYHMX MUTaHb Ta TNPAKTUYHUX MOJICIIOBAaHb,
JIOMYCKAIOUH TYT CYTTEBI HETOUHOCTI. be3cucTteMHe po3MeKyBaHHS BUITaJKOBHX
O3HAaK BUBYEHOTO; HEBMiHHS POOMTH HAWMPOCTIIIi omeparllii aHali3y 1 CHHTE3Y;
pOOHTH y3aranbHEHHs, BUCHOBKH.

Moayab: Moaynb 3A1iCHIOETBCS B TECTOBIA (OpPMI 3 BUKOPHUCTAHHSIM
nporpamu Moodle — https://e-learning.lnu.edu.ua/course/view.php?id=5187.

MonynbHe 3aBHaHHS A KOXHOTO CTyAeHTa BKIO4ae 20 TeCTOBUX
3anmuTaHb, 3 AKUX 10 mepmoro piBHA CKJIATHOCTI Mo 2 Oanu 3a MPaBUIbHY
BiZIMOBiAb, 1 10 — mpyroro piBHs 1o 3 (0 3-x) 6amiB 3a MpaBWIbHY BIAMOBiIb. Y
TeCcTax MepIIOro PiBHS CKIAAHOCTI 4-5 BapiaHTIB BIAMOBiIEH, cepel] IKUX JIHUIIE
OJlHA MpaBWIbHA. Y TeCTaxX 2-TO PiBHS CKJIAJHOCTI € Big 2 10 4 MpaBUIBLHUX
BINOBIAI cepen moHan 6 BapiaHTiB Biamosined. CTyaeHTy moTpibHO oOpanin
JUIIe MPaBUJIbHI BiANOBiAl. Bka3syBaHHS HempaBUIBHOI BIAMOBiMI 3HIMae Oal,
nponopuiinHuit 10 uinu (%) BapiaHTa MPaBUIBHOI BiATIOBII.

CryneHT Mae mpaBo nepe3aaTd MOAYJb 3a MpaBUIaMH repe3aad.

Ha Motyib BUHOCSTBCS JIUIIIE MUTAHHS, SKiI PO3TISAAIMCEH Ha JISKIIIsIX Ta
nabopaTOpPHUX 3aHATTAX, BIIOOpaXKEHI B Mpe3eHTAIlil, TeKCTaxX JEKI[i{, HaJaHuX
CTYJCHTaM BHKJIaJ[A4aMH.

AxaneMiuHa 100pouecHicTh: OUiKy€eThCs, 10 KOXKEH CTYJICHT MOBHHEH
CaMOCTIMHO TOTYBATUCS 10 NMPAKTHYHHUX 3aHATHh Ta BUPINIYBAaTH 1HIAMBIIyalbHI
3aBJaHHs, 00JyMyBaTH Ta BUKJIAJaTH BJIACHY apryMEHTallil0 CBOEI MPaBOBOI
no3uuii. /Bl um Oijble OAMHAKOBI pOOOTH CTYAEHTIB HE MEPEBIPAIOTHCA 3
BUCTABJICHHS KOXXHOMY 31 cryneHtiB 0 OamiB. BincyTHicTh mocuianp Ha
BUKOpPUCTaHI JpKepena, (paOpuKyBaHHsS JDKepels, CHHCYBaHHS, BTPYYaHHS B
pOOOTY 1HIIKUX CTYACHTIB CTAHOBJIATH, aJIe HE OOMEKYIOTh, MPUKIAAN MOKIUBOT
aKajxeMIqHOL HEA0OPOYECHOCTI. Busasnenns O3HaK aKaJxeMiqHOl
HE0OpOYEeCHOCTI B MHUCHMOBIM poOOTI CTyA€HTa € MiJACTaBOKO I i
He3apaxyBaHHS BHKJIaJaueM, He3aJIeKHO BiJl MacIITaliB Iuiariaty yu oOMany; y
pa3i He3apaxyBaHHsS pPOOOTH CTYACHT B Y3TOJDKEHI 3 BHKJIAJa4eM CTPOKH
MOBMHEH MOBTOPHO BHKOHATH MHCBMOBY pOOOTY Ta MojaTH i BUKJIanady s
OLIIHIOBAHHSI.

BinBinyBaHHs 3aHATHL € JOOPOBUIBHUM M JeKUiHOT dopmu i
000B’I3KOBUM JIJIs1 TAOOPATOPHHUX.

Buknanad ¢ikcye HeSBKY CTyA€HTAa Ha NpPAKTUYHE 3aHATTS, IO
BBOKAETHCS  aKaJeMIYHOIO  3a00proBaHICTIO, SIKy CTYACHT IOBUHEH
BIJIMIpAIFOBATH 0O [IHS BHCTABICHHS 3alliKy. BiampaioBaHHs momsrae y
MEepeBipili MATOTOBKA CTYJACHTOM THX CaMUX 3aBIaHb, SKIi BHHOCWIHCS Ha
NPAaKTUYHE 3aHATTS, Ha SKOMY CTYJCHT OyB BIACYTHIMH.

Jlitepatypa. Ycs nitepaTypa y BUIbBHOMY JOCTYII B Mepexi [HTepHeT i3
HAJaHHSIM CTyJCHTaM JIHKIB, Ha 1 po3MimeHHs. Jlekmii Ta mpeseHTtamii
HAJAIOThCS CTYJCHTAM BHKJIAJJaueM BHKJIIOYHO B OCBITHIX Mexkax 0e3 mpapa ii



https://e-learning.lnu.edu.ua/course/view.php?id=5187

nepenadi TpetiMm ocobam. CTyIEeHTH 3a0X0UYYIOThCS 10 BUKOPUCTAHHS TaKOX U
1HILIOT JIiTepaTypu Ta JHKEpe, SKMX HEMae cepell PeKOMEHIOBaHUX.

Ioaituka BHcTaBJeHHs OaniB. BpaxoByioTrbes Oanu HaOpani Ha
MPAKTUYHUX 3aHATTAX Ta 3a BUKOHAHHS I1HAWBIAyadbHUX 3aBIaHb, Oamn
ollepXaHi 3a MOAYyJb. BpaxoBYIOTbCSI AaKTHUBHICTh CTyAEHTa TMiJ 4Yac
71a00paTOPHOTO 3aHATTS; KOPUCTYBAHHS MOOITIBHUM TeJIe(OHOM, IIJTAHIIETOM YU
IHIIMMU MOOLTBHUMHU TPUCTPOSIMU TiJ Yac 3aHATTS 3 METOIO HE IMOB’A3aHOIO 3
HaBYaHHSM; CIHMCYBaHHsS Ta IUIariaT; HECBOEYAaCHE BHKOHAHHS ITOCTABICHOTO
3aBaaHHA 1 T. iH. Kpurepismu oriHIoBaHHS poOOTH CTyIeHTa Ha JJabOpaTOPHUX
3aHATTAX € apTyMEHTOBaHICTh HAYKOBOi, IPABOBOI MO3MIIIT Ta ii BiAMOBIAHICTH
YMHHOMY 3aKOHOJABCTBY; YMIHHS JIAKOHIYHO, TIEPEKOHJIMBO Ta JIOTIYHO
BHUCJIOBHUTH CBOIO TEOPETHMKO — TMPaBOBY TMO3UIIIO; 3IATHICTH [0
apryMEHTOBAHOI'O aHali3y HAyKOBUX 1 MPAaBOBUX IMO3UIIiH y JiTepaTypi, TyMOK,
BUCJIOBJICHUX IHIIMMU CTYACHTAMH; YMIHHS MiJCYMyBaTH yCi BUCJIOBJICHI 100
NEBHOI IpoOJIeMH apryMeHTH 1 BITHAWTH TXHI CUJIbHI Ta clabKi CTOPOHHU.

Konni d¢opmu nopymeHHs akageMidyHOI goOpodecHoOCcTi He
TOJIEPYIOThCH.

ITuranng na
MOIYJIb.

1. IToHATTS KOMIT'IOTEpHOI KPUMIHATICTHKH Ta ii ColLllalbHa METa 1 3HaYCHHS. 2.
CucrtemMa KOMIT IOTEpHOI KPUMIHAIICTUKU 3. 3HAHHS, HABUYKU Ta MiATOTOBKA,
kibep-kpuminaiicra. 4. Cdepa npanesnamryBanas. 5. Icropis kommn'toTepHOi
KPUMIHAJICTUKH 3a KopaoHoMm Ta B Ykpaini (CILHA, Bb, mixuaapoani cmigyi
OpraHy i3 3aCTOCYBAaHHSIM KOMIT IOTEepHOI KpUMiHaIICTUKH). 6. SIKi BaM Bigomi
3aKOHOMIPHOCTI ~ (CIOCOOM)  CTAaHOBJICHHS  CaMOCTIMHMX  HAyK  Ha
CHOTOJHINTHROMY [HBiMi3amiiiHOMy ertami? [IpuBefiTh TpHUKIAIA TOSBU
CaMOCTIMHUX HayK y cmoci® BHIIEHHS Ta y cmoci® cuHTtesy. 7. Sk 1 xomu
BiJOYBaJIOCS] CTAHOBIICHHS «KOMIT IOTEPHOI KpuMiHamicTuku»? 8. Un € TepMiH
«KOMII'IOTepHAa KPUMIHANICTUKA» KOPEKTHHUM 3 TOYKH 30pYy CHOTOJHILIIHHOTO
TEXHOJIOTIYHOTO piBHS PO3BUTKY JrojacTBa? Yomy (3 SIKMX MOTHBIB) BiH JI0Ci
BUKOPUCTOBYETHCA? SIKUMH 1HIIUMHU TEPMiHAMH-CHHOHIMAMH TIO3HAYA€THCS LS
HayKa Ta npakTuyHa cdepa gisubHOCTI? 9. SIKMMM  albTEpHATUBHUMU
TepMiHAaMHU-CUHOHIMaMH IiMeHyeTbesi (ax kibepkpuminamicra? 10. Ilo (siki
00’€KTH Ta TMPOLIECH) € MPEIMETOM BUBUYEHHS (HOCITIKEHHS) «KOMIT FOTEPHOL
KpuMiHamicTukn»? 11. Skum € wmicue «KOMI'IOTepHOT KPUMIHAIICTHKH» B
cucremi Hayk? lle IT-nHayka um ropuauuna Hayka? 12. Sk cmiBBiTHOCATBCS
KOMIT'IOTepHa KpHUMiHamicTUKa Ta KibepOesmeka? 13. SIki mpucTpoi MOXYTh
BXOJMTU JI0 CUCTEMH «PO3yMHHH 1iM»? Sk BoHa opranizoBaHa? SIki QyHKii
Moke BUKOHyBaTH? 14. SIki 3arpo3u MOXKyTh HMOXOAMTH BiJ I[HTepHeT-peueit
(Internet of Things)? 15. YoMy KpUNTOBAIIOTH € 3pYYHUMH JJIS TUIATEXKIB MIXK
snmounHIMU? 16. fka cnenudika TemHnx BeO-maraszuni (dark web)? 17. Skoro
€ cucTeMa KoMI toTepHoi KpumiHaiictuku? Oxapakrepusyiite i miaramysi. 18.
YuM 3aiiMaeThCs HAMPSIM «KOMIT IOTEPHOT KpUMiHaTicTUKM» «eDiscovery»? 19.
Jns akux moTped (HampsMKiB) IMBUIBHOTO >KUTTS HaluacTille 3amydaeTbest
1HCTpYMeHTapiil (MOKIMBOCTI) KOMIT FoTepHOi kpuMiHanicTuku? 20. SIka pois 1
MO>KJIMBOCTI KOMIT IOT€PHOT KPUMIHAIICTHKH MIPU PO3CIIiIyBaHHI 3JI04MHIB, SIKi
He € KiOepHetnuHuMu? 21. Sk Ha3MBa€ThCS NUPUCTPId OaHKOMATIB IS
3YUTYyBaHHS 1H(OpMali, 3amucaHoi Ha MAarHiTHIA CcMy31 KpeAuTHHX abo
neberoBux KapTok? 22. Sk Ha3MBA€eTbCS KOPOTKOYACHA EHEPrOHE3aekKHA
nam'siThb, BMICT SIKO1 3HMKA€ NMPH BUMKHEHHI KoMI'toTepa? Y SKHX CUTyawisx ii
ciig BpaxoByBatu? 23. SIKi MOKJIMBOCTI KOMIT FOTEPHOI KPUMIHANICTUKU JIJIS
JOCHIKeHHsT (OTO- 1 Bineo-300pakeHb 3 BIIKPUTHX JUKEpenl (3 Mepexi
InTepHeT) AN MOKa3yBaHHS BOEHHUX 3704MHIB pd B YkpaiHi? 24. Skoio €
ICTOPIsI MOXOKEHHS TEPMiHY «KOMIT IOTEpHI T0Ka3u» Ta oro Tpancdopmartis?
25. CyyacHe MOHATTS Ta BJIACTHBOCTI IM(poBuX nokaziB? 26. OpopmieHHs (y




MpOLECYyallbHUX  JTOKyMEHTax) MH(PPOBUX JIOKa3iB Ta MOXIJIHMBOCTI iX
nocmikenHs. 27. lo BaM BiZOMO PO JOKA30BHM JAHLIIOXKOK POOOTH 3
udpoBuM okazom? 28. Uu MaroTh KOMIT IOTEpHI J0Ka3u epekT HOBUHKU? B
4OMYy CYTh JOKTPHHH <«JI0OKa3y-HOBHHKW» (novel evidence)? 3Bigku BOHA
noxoauth? 29. Slke CrmiBBIAHOIICHHS MK MOHATTSIMH «KOMIT IOTEPHI TOKa3W»,
«udpoBi 10Ka3m», «eNeKTPOoHHI qokazm»? 30. Po3kpuTe OCHOBHI BIACTHBOCTI
KOMIT IOTePHHUX J0Ka3iB. UM aBTEHTUYHUM € BUKOPHCTAHHS B IOKa3yBaHHI KON
(yOmikaTiB) KOMI'IOTEpHHMX JoKa3iB 1 opuriHamiB? Yomy? 31. Skum €
CHIBBIIHOIIEHHS MIX TIOHATTAMH «EJIEKTPOHHI JIOKa3M» Ta «EeJIEKTPOHHI
nokymeHtu»? 1llo cTaHOBIATE COOOIO €NEKTPOHHI AOKYMEHTH (30BHILIHS 1
BHYTpIIIHS CTPYKTypa, BHUMOTH, crocid odopmieHHs Ta 3acBigueHHs)? 32.
SIKUMH € MOXKITUBOCTI KOMII'IOTEPHUX JOKAa3iB JJISl BUPILICHHS KPUMIHAIBHUX
cupas? 33. Po3kpuiiTe CyTh TaKOTO HANpsIMKY BHKOPHUCTAaHHS KOMII IOTEPHUX
JOKa3iB K U Jl0Ka3yBaHHS Hamipy (MoTuBY). 34. Poskpwuiite cyTh Takoro
HaNpsSMKYy BUKOPHUCTAHHS KOMIT IOTEPHUX JIOKa3iB K JUIs JTOKa3yBaHHs amiOi
(digital alibi). 35. Oxapakrepu3yiiTe OCHOBHI CIIOCOOHM JIOCIIIPKEHHS
KOMIT'IOTepHUX J0Ka3iB y cyai. 36. Jlo [Koro kiacy cCyZoBOI €KCIEpTH3U
HaJIe)KaTh KOMIT IOTEPHO-TEXHIYHA Ta TEJICKOMYHIKalliifHa CyJJ0BI eKCIepTu3n?
37. SlkuMu HOPMATHBHMMH aKTaMH BHU3HAueHI Ha3BU Ta mudpu (Iudposi
MO3HAYCHHS) EKCIIEPTHUX CIEIaIbHOCTEH 3a3HaYeHUX JUTsI IaHUX POJIiB CyI0BOI
excneptu3u? 38. Ha3BiTh BUIM KOMIT IOTEPHO-TEXHIYHOI ekcriepTtusu. 39. Ski
MUTAHHS MOXE BHpIIIyBaTH IMPOrPaMHO-KOMIT IOTepHa ekcreptusa? VY sSKux
KaTeropisx CIpaB TUIIOBO BHHUKAE 1oTpeda y ii nmpoBenenHi? 40. SIki nuTanHs
MOX€E BHpilIyBaTH 1H(GOpPMAaLiIHHO-KOMII' IOTepHA eKcrnepTuza? VY  [IKHX
KaTeropisix CIpaB THUIOBO BHHUKae 1moTpeda y ii mposenenni? 41. Lo e
00’€KTaMU amnapaTHO-KOMII'IOTepHOI ekcnepTu3u? 42. SIki 3aBIaHHA MOXKeE
BUpIIIYBATH anapaTHO-KOMIT'IOTEpHA eKCHepTH3a Ta y SKUX CIpaBax
(cutyanisix) BHUHHKae morpeda y ii mpoBeaeHHi? 43. SIki 3aBmaHHS BUpILIye
TEJIEKOMYHIKalliHa eKcrepTu3a Ta mo € ii 00’exktamu? VY SKUX CIpaBax
(cutyarisix) BUHHKae HeoOXimHICTh i mpoBeneHHs? 44. UuMm € TenemMaTH4HI
Moyni? SIki pyHKIIT BUKOHYIOTH Ta Ky iHPOPMAILlit0o MOXKYTh MICTUTH? Y SKHX
KaTeropisx MpoBa/PKEHb BOHU MOXYTh OYTH Ba)XJIMBUM JDKEPEIIOM JIOKa30BOi
iHpopmanii? 45. BkaxiTh NpUKIAIH KOMIUIEKCHUX KOMIT FOTEPHO-TEXHIYHUX Ta
TEJIEKOMYHIKALIHHUX CyOBHX €KCHEpTU3 y Kojabopalii 3 IHIIMMH CyIOBUMH
excneptu3amu. 46. Jle 3HaiiTH CyZOBOro ekcrmepra B pas3i HEOOXiTHOCTI
MPOBEACHHS  KOMIT IOTEPHO-TEXHIYHOI YM  TEJIEKOMYHIKaliiHOI  CyIOBOi
excneptu3u?  47. Uum  HaNEKUTh  KOMIT IOTEPHO-TEXHIYHA  Ta/4u
TEJIEKOMYHIKallifHa CyJ0Ba EKCIIEPTU3U [0 JEp>KaBHOI CyJ0BO-€KCHEPTHOI
MoHomnomii? 48. Y Mo)kHa JOPYYUTH BUKOHAHHS TEJICKOMYHIKAIIIHOT Cy10BOi
excneptusu iwxkeHepy IIpAT KuiBcrap? 49. Un MokHaA JTOpYYUTH BUKOHAHHS
KOMIT IOTEPHO-TEXHIYHOI eKCHepTH3u mnpodecopy (akyIbTeTy NPUKIATHOT
MaTeMaTuku? SIKio Tak, To 3a sskux ymoB? 50. Ha migcraBi SKuX npolecyanbHIX
JTOKYMEHTIB IPOBOIUTHCA CyJ0Ba eKcriepTr3a. Ha3BiTh iX 3aexHo Big cy0’ekra
NPOBA/KEHHS, SKUW 3ajydae CyIOBOro excmepra. SIki oOOBSI3KOBI BiZOMOCTI
MOBHMHHI Y HUX MicTUTHCA? YUM BiIpi3HIAIOTHCA 3a3HaveHi JoKyMeHTu? 2 51. Ak
noTpiOHO ymaKyBaTH Ta sIKi MMpaBHJa CXOPOHHOCTI JOTPUMATH HIOAO 00’ €KTIB,
AKI HagaloThCs Ha CylNoBO-ekcrepTHe nociimkxeHHa? 52. Komu BigOynocs
CTAaHOBJICHHS «KOMIT IOTepHOi KpuMiHamicTuku»? 53. Skumu tepminamu HE
MO3HAYAETHCS «KOMIT I0OTEpPHA KPUMIHATICTUKA) K HayKa Ta MpakTU4YHa cdepa
nismeHOCTI? 54. 1o € mpeaMeTroM BUBYEHHS (IOCHIIKEHHS) «KOMIT IOTEPHOI
KpuMiHamicTuku»? 55. BubepiTh npaBuIbHI TBEPIKEHHS OO0 CITiBBITHOIICHHS
KOMIT'IOTEPHOT KpPUMIHATICTUKM Ta KiGepOesmeku? 56. ki ocobmuBocCTi
KPUNTOBAIIOTH K 3aco0y Juid IUIaTeXiB MK 3nouuHIsIMU? 57. Bubepith
NpaBUIbHI TBEpKEeHHA miofo cnenudiku BeO-maraszuniB (dark web)? 58.




Bubepith miaramny3i KOMI’IOTepHOI KpuMiHaTICTHKH. 59. Bubepith npaBuiibHI
TBEPIUKECHHS 11010 «eDiscovery» sk HanpsMy KOMIT IOT€PHOT KpUMiHATICTHKH.
60. JIna sxux morpe0 (HANPsIMKIB) IMBUIBHOTO XHUTTS MOXE 3alTydaTHCs
IHCTpyMeHTapiii (MOXXJIMBOCTI) KOMIT'IOTepHOi KpuMiHamictuku? 61. Sk
HA3UBAETHCS NPUCTPii OaHKOMATIB I 3YMTYBaHHA iH(pOpMaIlii, 3amucanoi Ha
MAarHiTHi cMmy3i kpeauTHuX abo ne0eToBUX KapTok? 62. Sk Ha3uBaeThCA
KOPOTKOYacCHa €HEProHe3ajekHa MaM'siTh, BMICT K01 3HMKAa€ MPU BUMKHEHHI
komm'rorepa? 63. BubepiTh npaBuibHI TBEPKEHHS LI0J0 JOKTPHHHU «JI0Ka3y-
HOoBUHKM» (novel evidence)? 64. BuOepiTh mnpaBUiIbHI TBEPKEHHS MO0
CHIBBITHOIIEHHSI MIX TIOHATTSIMU «KOMII' FOTEPHI JOKa3u», «IUPPOBI TOKA3N»,
«EJIEKTPOHHI J0Ka3m»? 65. BubepiTh BIaCTUBOCTI KOMIT IOTEPHUX JOKa3iB. 66.
BubepiTh TpaBWiIbHI TBEPIKEHHS MO0 CHIBBIIHOIIEHHS MK MOHATTSIMHU
«EJIEKTPOHHI J0Ka3W» Ta «EJIEKTPOHHI JoKyMeHTu»? 67. Illo Take enekTpoHHUI
nokymeHt? 68. BulOepiTh mpaBWiIbHI TBEp/PKEHHS MIOAO CYTHOCTI Ta
BJIACTUBOCTEH EJEKTPOHHUX IOKyMEHTiB. 69. B domy momsrae cyTb Takoro
HaNpsAMKY BUKOPHCTAaHHS KOMII' IOTEPHUX JOKa3iB SIK ISl JOKa3yBaHHS HaMIipy
(motuBy)? 70. B YoMy mosArae CyTb Takoro HaIpsIMKy BHUKOPHCTAHHS
KOMIT IOTEPHHUX JIOKa3iB sIK Juis Toka3zyBaHHs aniOi (digital alibi)? 71. BuGepith
OCHOBHI CIIOCOOM JOCTI/PKEHHSI KOMIT IOTepHUX JOKa3iB y cyai. 72. SIke 3
HACTYIHHMX TBEPUKCHb HalKpallle BU3HAUAE KOMIT I0TEPHY KpUMiHATICTUKY? 73.
[Io Take AOKa30BUil JTaHIIOKOK poOoTH 3 U poBuM nokazom? 74. 1o e Take
«chimya ingopmaTtuka»? 75. SIki 3 HaBEACHUX HWXKYE peued MOXYTb MaTH
J0Ka30Be 3HAueHHs 1 OyTH OO€KTOM JOCHIDKEHHS JUIsi KOMII'TOTEpPHOI
kpuminamictuku? 76. 1llo 3 HaBeneHOro HMXKYE OMHCYE TEpeBard JOKasiB
eJIEKTPOHHOIO TommTor? 77. SIkuil 13 HaBeACHUX TEPMiHIB HaWKpalle OMUCYE
NPUXOBYBaHHA, Moau(ikamio abo MpuxoByBaHHS LUppoBUX noka3iB? 78. Un
nepea0ayeHo y HalllOHATbHOMY 3aKOHOAABCTBI MOHATTS “‘KiOep3nounn’? 79. Ak
CHIBBITHOCSIThCSI TIOHATTS “‘KiOep3nmounH” Ta “KoMmm toTepHuid 3moumn”? 80.
KiGep3mounn — ne? 81. Komm’iorepuuii 3moumn — ne? 82. KibGepmpoctip
BIJIMIOBITHO JI0 YKPaiHCHKOTO 3aKOHO/AABCTBA — 11e? 83. Y HOpMax SIKOTO 3aKOHY
nepeadayeHo BiAMOBIAATBHICTD 32 37I0YMHHU Y c(epi BAKOPUCTAHHS EIEKTPOHHO-
O0YHCITIOBAIFHUX MAIIMH (KOMIT IOTEPIiB), CUCTEM Ta KOMII IOTEPHUX MEpex 1
Mepex enekTpo3B’s3ky? 84. Uu BusHaueHo y KoHBeHIIT Mpo KiGep3TOYMHHICTh
3MICT TOHATTA “KiOep3mounHHICTE? 85. SIKi BUIM 37T0YMHHHX JIiSIHb BiTHECEH1
10 Kibep3nounHiB BignoBigHo 10 KouBeHtii mpo kibep3nounHHicTH? 86. Ski
HiSTHHA € TPaBONOPYIICHHSMH MPOTH KOH(IASHIIHHOCTI, IUIICHOCTI Ta
JOCTYITHOCTI KOMIT IOTEPHHUX JaHUX 1 cHcTeM BiAmoBigHO a0 KoHBeHIii mpo
kiOep3nounHHicTs? 87. SIki OiHHS € TPaBOMOPYIICHHSAMH, IOB’SI3aHHUMU 3
KoMIT'toTepaMu, BianoBigHo 10 KonBenuii mpo kibGepsnounnHicTs? 88. Um
nepeabaueHa B YKpaiHi KpuMiHajlbHa BiANOBIIAJIbHICTH 32 HECAHKIIIOHOBAaHE
BTpy4aHHS B poOoTy iHdopMamiiiHux (aBTOMaTH30BaHUX), EJIEKTPOHHHUX
KOMYHIKallIfHUX, 1H(QOPMAIIHHO-KOMYHIKAI[IHHUX  CHUCTEM, EJIEKTPOHHHUX
KOMYHIKaIifHux wmepex? 89. Skuil BuA BIAMOBINATBHOCTI BIAMOBITHO [0
HAI[lOHAJIBHOTO 3aKOHOAABCTBAa YKpaiHM mepeadadyeHo 3a HECaHKI[IOHOBaHUN
30yT abo pO3MOBCIOKCHHS iHGOpMaIli 3 OOMEXKEHHM JOCTYIIOM, sIKa
30epiraeTbCsi B  EIEKTPOHHO-OOYHCIIOBAILHUX MalluHaX (KOMM'IOTEpax),
aBTOMAaTH30BaHUX CHUCTEMaxX, KOMI'IOTEPHHX Mepexax abo Ha HOCIAX Takoi
iHpopmanii? 90. o cmix po3yMmiTH mix “KiOEpIOYMHHICTIO” y LIUPOKOMY
posyminni? 91. Hlo cmig posymitu mix “KiOeplOYMHHICTIO” Yy BY3bKOMY
po3yminni? 92. Ski knacudikaunii kibep3mounHiB Bam Bigomi? 93. Bubepitsb
HisiHHA, K1 He € Kibep3nounHamu. 94. BubepiTh TBEppKEHHS, SIKI MPABUIBHO
XapakTepu3yoTh  Kkibep3nouumHu. 95. Bubepith cmocoOu  BUYMHEHHS
KiOep3/I0YNHIB, OB’ 3aHUX 3 HECAHKI[IOHOBAHUM JIOCTYTIOM 1 MEPEXOIICHHSM.
96. BubepiTh cmocoOM BYMHEHHs KiOEp3JIOYMHIB, MOB’S3aHUX 31 3MIHOIO




KOMIT'IOTepHUX JaHuX. 97. BubepiTh cmocoOM BUMHEHHS KOMIT IOTEPHHUX
maxpaiicts. 98. BubepiTh crnocoOu BUMHEHHS KiOEp3JIOYHMHIB, TMOB’S3aHUX 3
HE3aKOHHUM KomitoBaHHAM. 99. BubepiTh criocoOu BUMHEHHSI KOMIT IOTEPHOTO
caboraxy. 100. Ilo Take komm’torepauit abopmax? 101. o Take kpanmixka
gacy? 102. o Take noriuna 6om6a? 103. [l{o Take TposHchkuii kiab? 104. I]o
take Komm 'torepHuit Bipyc? 105. Ilo take komm torepuuit ueps’skx? 106. o
tTake Komm'torepHa migpodka? 107. Illo take Tenedonne maxpaiicto? 108.
Bubepite cnoco6u BumHeHHs? 109. BuOepith TBepKEHHS, SIKI MPAaBUIHHO
XapaKTepu3yITh THUIIOBI CIIOCOOM MPUXOBYBaHHs Kibep3inounHiB. 110. Bubepits
TBEP/UKCHHS, SKI TPABWIBHO  XapakTepU3yIOTh  3HAPAIAS  BUMHEHHA
kiOep3nounniB. 111. BubepiTh TBepmKeHHS, SKI MPAaBUIBHO XapaKTEPU3YIOTh
IpeaMeT NocsranHs Kidep3nounHis. 112. BubepiTh TBEpIKEHHS, K1 IPABUIBHO
XapaKTepu3yITh Miclle BUNHEHHS KiOep3inounHiB. 4 113. Bubepith TBepaKeHHS,
AKI TpPaBUJIBHO XapaKTepU3yloTh 0co0y kibep3nounnis. 114. Bubepitsb
TBEPJUKCHHS, SKI TPaBHJIBHO XapaKTepu3yloTh o0co0y MOTEpHuIOro Bij
kiOep3nouuny. 115. BuGepiTe TBep/KEHHS, SKI NMPaBHIBHO XapaKTEPU3YIOTh
TUIIOBY CJIIJIOBY KapTHHY KiOep3mouuHiB. 116. SIki 03HaKH MOXKYTh BKa3yBaTH Ha
(akT HECAaHKI[IOHOBAHOI'O JOCTYIy A0 iH(opmauiiHOi cucteMu abo mepexi?
117. SIx MoXxHa BUSBUTH (DaKT HECAHKI[IOHOBAHOTO JOCTYIY 0 iH(opMaIiifHo1
cucremMu abo wmepexi? 118. SIki o0coO0aMBOCTI OrisAy MicIs MOAil mpu
poscimigyBaHHi KiOep3mounniB? 119. Skuii anropuTm i caigyoro mia yac
oMLY MicIs Mol Kibep3Io4YrHy, SKIIO MijJ 9ac TaKoro OIJIALY KOMII I0Tepa,
KM Mae 3’€THAHHA 13 MEPEKOI0, BUHUKIM Mi103pH Y BUKOPUCTAHHI XMapHUX
cepBiciB? 120. fkuii anroput™ Oiil CIigUOro Micis 3aBEpILEHHS BUIIyYEHHS
SHEePro3aJIeKHHUX 1 TAMYACOBHX JAHUX B XO1 OTJISAY MICI MO1T KiOep3mouuHy?
121. SIxi BimoMoOCTi TiAnmsAraroTh ¢ikcamii y MPOTOKOMI OTsAy Micls MOmii
kibep3nounny? 122. I1lo take “nareHTHICTH Kibep3nounHiB™? 123. [Ipuunnm, sxi
BIUIMBAIOTh HA JIATEHTHICTh KiOep3nmouuHiB? 124. Uum MIiCTUTBCS TEpMiH
“KiOepHACUIILCTBO” 'y HAIlOHAIBHOMY 3aKOHOMAaBCTBI Ykpainu? 125. Um
nepeadayeHa KpUMiHaJIbHA BiANOBIJAIBHICTh 32 BUMHEHHS KiOEpPHACHIIbCTBA B
Vkpaini? 126. o Take crankinr? 127. Yn MoOXe CTalKiHT BUMHATHCA Y
kibeprpocTopi? 128. flka BignmoBimanbHICTH mependadeHa 3a BYMHEHHS
kibepcrankinry B Ykpaini? 129. o ciig po3ymiTd miJf HOHATTSM “‘CEKCTUHI?
Yu € Take nisHHSA KpuMiHambHO KapanuMm? 130. o po3ymitu mix HOHATTIM
“kpinmotu’”? Yu nepenbadeHa BIAMOBIAANBHICTH 3a iX mommupennsa? 131. 1o
PO3YMITH MiJ MOHATTSIM “mokcuHr’? Uu mepembaveHa BiAMOBITAIBHICTH 3a
BUMHEHHS Takoro JHissHHA B YkpaiHi? 132. IlomokeHHs SKHX MIKHAPOIHUX
JOKYMEHTIB Jiep’KaBaM BapTo OpaTu A0 yBaru HpU 3AIHCHEHHI PO3BHUTKY
3aKOHOJABCTBA B c(epi BCTAHOBJICHHS BiANOBIJAIBHOCTI 32 BUMHEHHS PI3HUX
BUJIB KibepHacuibeTBa? 133. Sk CHiBBIAHOCUTHCS MOHATTSA “KiOEpHACHIBCTBO”
Ta “HACHJIBCTBO MPOTH XIHOK™? 134. SIki OiSTHHS MOXYTh PO3TJISAATUCS 5K
cekcyanbHi gomaranHs B Iurtepreri? 135. Sk CHIBBITHOCSTBCS TOHSTTA
“kibepHacuibcTBO” Ta “kibepOyminr’? 136. Uum nepenbauena B YkpaiHi
BIJNOBIJAJIBHICTh 32 BUMHEHHs ‘“‘KibepOyminry”? 137. Uu Moxe BUMHATHCS
JOMAIIIHE HACUJIBCTBO B KibepripocTopi? 138. Ski aissHHS miAnanaoTh i 03HaKK
JOMAIIHBOTO HACHILCTBA B KiOeprpocTtopi? 139. 3a skux ymMOB BUAAaBaHHS
onuiei oco0um 3a iHmYy B KiOempocTopi MoOKe MiAMAagaTH TMiJ O3HAKH
kibepHacunbcTBa? 140. U Moke 31iHCHIOBATHCS €KOHOMIYHE HACHIJIbCTBO 32
JOTIOMOTOI0 IM(POBUX TEXHOJIOTIH?

OnuryBaHHs

AHKeTy-OILlIHKY 3 METOI0 OIIHIOBaHHS SKOCTI Kypcy Oyle HaIaHO TiCis
3aBEpIICHHS KYpCY.






